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Abstract
Secure and scalable group communication environments are essential for many IoT applications as they are the corner-
stone for different IoT devices to work together securely to realize smart applications such as smart cities or smart health. 
Such applications are often implemented in Wireless Sensor Networks, posing additional challenges. Sensors usually 
have low capacity and limited network connectivity bandwidth. Over time, a variety of Secure Group Communication 
(SGC) schemes have emerged, all with their advantages and disadvantages. This variety makes it difficult for users to 
determine the best protocol for their specific application purpose. When selecting a Secure Group Communication 
scheme, it is crucial to know the model’s performance under varying network conditions. Research focused so far only on 
performance in terms of server and client runtimes. To the best of our knowledge, we are the first to perform a network-
based performance analysis of SGC schemes. Specifically, we analyze the network impact on the two centralized SGC 
schemes SKDC and LKH and one decentralized/contributory SGC scheme G-DH. To this end, we used the ComBench 
tool to simulate different network situations and then measured the times required for the following group operations: 
group creation, adding and removing members. The evaluation of our simulation results indicates that packet loss and 
delay influence the respective SGC schemes differently and that the execution time of the group operations depends 
more on the network situations than on the group sizes.
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1  Introduction

The Internet of Things (IoT) is leading to more and more connected devices, and, combined with Big Data, it is a powerful 
tool to collect and analyze data [1]. A recent report by Statista [2] predicts that the number of connected devices could 
rise to 29.42 billion by 2030. Compared to 2021, this would represent an increase of more than 160%. This rising number 
of IoT devices communicating with each other opens up a smart future with a variety of new applications, for instance, 
in the area of smart health or smart city [3]. As IoT devices often collect and exchange sensitive information with each 
other, it is essential for emerging smart applications that this data is handled securely. Secure Group Communication 
(SGC) schemes are an effective way to ensure the security of shared data, as they enable encryption of the n-to-n com-
munication that is typically used for IoT applications [4]. Given their advantages, a large number of SGC schemes have 
been presented in the literature [4], and a number of works (e.g., [3, 5–7]) have already analyzed their performance on 
IoT devices. However, these works have in common the fact that the performance analysis of the individual SGC schemes 
does not take network aspects into account. For example, although the calculation times and storage space require-
ments of the actors involved or the number and size of the messages sent are considered, they are not analyzed, such as 
how different network conditions affect the overall time required by an SGC scheme. Considering that IoT devices often 
form so-called Wireless Sensor Networks (WSNs), large wireless networks of sensors distributed over long distances, it is 
realistic to assume that not only the hardware resources of IoT devices are limited, but also their network capabilities [8]. 
E.g., in [9] the authors have shown that in a very simple IoT scenario, in which two IoT devices each read out a sensor and 
publish this value according to the "fire and forget" principle, packet losses between 5% and 10% can occur. Therefore, 
it is of utmost importance that the performance analysis of SGC schemes also covers the influence of different network 
conditions. We intend to close this research gap with this work. Our contributions are concrete:

–	 Design of a scalable, IoT-typical measurement setup for the evaluation of SGC schemes in different network situations.
–	 Analysis of the network impact on five SGC schemes of different classes.

The remainder of the paper is structured as follows: Sect. 2 introduces basic concepts that are essential for further 
understanding. Section 3 provides an overview of related work and highlights the novelty of our contribution. Section 4 
presents our typical IoT measurement setup. Section 5 evaluates the five implementations of SGC schemes. In Sect. 6 we 
discuss potential threats of validity and conclude our paper in Sect. 7.

2 � Background

In this section, we first define the term Secure Group Communication (SGC) scheme and present the different classes of 
SGC schemes. Then, we introduce the MQTT Protocol, a popular and commonly applied protocol for communication in 
the IoT [3, 10], including its Quality of Services Levels.

2.1 � Secure Group Communication schemes

The goal of Secure Group Communication (SGC) schemes is to allow a group to securely agree on a secret group key for 
encrypting communications with each other. We define Secure Group Communication (SGC) schemes in accordance with 
[11, 12]. SGC schemes consist of two components: group membership management (GMM) and group key management 
(GKM). The GMM component provides the operations required to manage group memberships. Specifically, this includes 
the operations for creating a group, adding a member to the group and removing a member from the group. Probably 
the simplest way to realize a GMM component would be to create a list of group members, whereby it is possible to 
delete or add members from the list. All other calculations require that the group members calculate the initial group 
key or that they update the group key when the group composition changes are managed by the GKM component.

SGC schemes can be divided into the following three classes [4, 13]: Centralized, distributed/contributory and decen-
tralized/hybrid. These three classes are also illustrated in Fig. 1, which emphasizes the conceptual differences between the 
three classes. In the centralized and decentralized/hybrid SGC schemes, there is a trusted third party, the group controller, 
controlling the group key generation process. In the centralized SGC schemes, there is no communication between the 
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group members regarding the agreement on a group key. In decentralized/hybrid SGC schemes, in contrast, some group 
members act as sub-group controllers who communicate with other group members on behalf of the group controller. 
In distributed/contributory SGC schemes, there is no trusted third party controlling the group key generation, but the 
group members must communicate among themselves to agree on a group key.

2.2 � Message queuing telemetry transport protocol

The Message Queuing Telemetry Transport Protocol, or MQTT Protocol for short, is a lightweight machine-to-machine 
protocol based on a publish-subscribe architecture. Specifically, the architecture consists of a large number of publishers 
and subscribers, as well as a broker. The publishers represent machines that want to send messages to their subscribers, 
which in turn are other machines. They do not do this directly but with the help of the broker. To do this, the publish-
ers send their messages to the broker under a specific topic name. The subscribers belonging to the topic can register 
with the broker for the corresponding topic and thus receive the messages that are published under this topic from 
the broker. Subscribers can use so-called Quality of Service (QoS) levels to determine how important it is to them that 
the broker forwards the messages to them. Specifically, the following three QoS levels can be selected: QoS Level 0, the 
broker only sends the respective messages once and does not check whether they are actually received. QoS Level 1, the 
broker ensures that the messages arrive at least once, although it can happen that a message arrives several times. QoS 
Level 2 corresponds to QoS Level 1, except that the broker ensures that messages cannot arrive more than once [3, 14].

3 � Related work

Regarding the analysis of SGC schemes, there is literature (e.g., [4, 11, 12, 15]) that surveys and classifies SGC schemes 
and analyzes their performance in terms of computation time, memory requirements, and communication overhead. 
However, these costs are only determined theoretically and specified in Landau notation. Concrete network influences 
and their impact on the performance of the schemes are not considered.

Noteworthy, the articles proposing the respective SGC schemes determined the performance, often using only the 
Landau Notation. Moreover, if measurements were carried out, no different network situations were taken into account 
(e.g., [16–25]).

In addition to the surveys and the papers presenting new schemes, there are also a number of articles (e.g., [5, 13, 
26–30]) that systematically compare SGC schemes based on measurements. Still, most of them do not consider the 
network aspect at all, and if they do, they only consider one network setting, namely optimal network conditions.

There are also existing publications (e.g., [6, 7]) that analyze the performance of individual SGC schemes. However, 
again, no network influences are taken into account.

To the best of our knowledge, none of these studies have included a network-based performance analysis. Our study 
expands upon this contribution by further assessing the influence of varying network scenarios on the effectiveness of 
Secure Group Communication schemes.

4 � Measurement set up design

In order to analyze the network influence on different SGC schemes in an IoT scenario, we first need an appropriate 
measurement setup that allows us to conveniently configure (i) how large the groups are and (ii) how the network should 
behave. Such a measurement setup could be completely realized with real hardware, but this would mean that typical 
IoT hardware would be required for each group member. In this case, the amount of hardware required and the configu-
ration effort would increase linearly with the size of the group members. As this approach obviously scales poorly, we 

Fig. 1   Illustration of the three 
classes of SGC schemes [4]
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decided to use the MQTT benchmark tool ComBench [31] instead. The ComBench tool was developed to conveniently 
simulate IoT communication in different network scenarios, e.g., via the MQTT protocol, and to measure performance. 
This corresponds exactly to our use case, as we want IoT devices to communicate in different network situations via MQTT 
in order to calculate a group key. The functionality of ComBench is illustrated in Fig. 2. ComBench allows the benchmark 
operator to use a configuration file to specify how many clients should be spawned and how the clients should behave 
over time. The client’s behaviour specifies when they send which message and how they react to received messages. The 
clients communicate via an MQTT broker, and the benchmark operator can also control how the network should behave 
over time with a configuration file. In addition, the ComBench tool logs all relevant events and sends the corresponding 
measured values to the benchmark operator after the benchmark has been carried out.

This fine-grained control makes ComBench a suitable tool for analyzing the network impact on SGC schemes in an IoT 
scenario. We only need to define the following parameters in the configuration file: (1) The number of clients, (2) when 
the respective clients send messages, (3) how clients should react to received messages, (4) how large the individual 
messages are, (5) adapt the performance of the clients to the hardware of the actors involved in the SGC scheme and (6) 
define the behaviour of the network.

The number of clients is equal to the number of group members. We need n clients for the distributed/contributory 
SGC schemes. For the centralized or decentralized/hybrid SGC schemes, we need n + 1 clients since one client must also 
represent the group controller. In the case of centralized SGC schemes, we later evaluate the following values for n: 50, 
100 and 200. For decentralized/contributory SGC schemes, we later evaluate the following values for n: 5, 10 and 20. The 
configuration when the respective clients send messages differs for centralized and decentralized/hybrid SGC schemes. 
When a group member is added or removed, the respective member sends a corresponding request to the group 
controller. In the case of centralized SGC schemes, the group controller then sends a message to all group members. In 
contrast, in decentralized/hybrid SGC schemes, the group controller first sends a message to the subgroup controllers, 
which in turn sends messages to the group members. Group creation behaves in the same way, except that the step in 
which a group member sends the first message is skipped. With distributed/contributory SGC schemes, in contrast, this 
information must be derived from the functionality of the individual schemes. When defining the behaviour of a client in 
response to a received message, there are two variants: (i) the client calculates parameters for itself from the message, or 
(ii) it processes the message and then sends a new message. In both cases, there is a calculation phase, which we define 
as an IDLE pause in ComBench. This pause is exactly as long as the calculations would have taken. For the parameter 
settings (4) and (5), we have to define the size of the respective messages and simulate the performance of typical IoT 
hardware. For our setup, the latter means specifying the length of the IDLE pauses.

In order to be able to specify the parameters for (4) and (5), we decided to measure different group sizes in a real meas-
urement setup and determine the required parameters based on these measurements. To do this, we first had to select 
the hardware for our IoT scenario. Specifically, this meant that we had to select hardware for both the group members, 

Fig. 2   Architecture of the 
MQTT benchmark tool 
ComBench [31]
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which represent IoT devices, and, if required by the SGC scheme, for the group controller. For the group members, we 
selected the ESP32 microcontroller, as it is often used in the literature (e.g., [3, 5–7]) for IoT measurement set-ups. For 
the group controller, we use a desktop PC with an Intel Core i5 6500 with 3.20 GHz as CPU, 8 GBytes DDR4-2133 RAM 
and an NVIDIA GeForce GTX 1070. We chose this setup as it is often assumed in the literature that the hardware for the 
group controller is significantly more powerful than that of the group members [5, 6]. This means that we only still have 
to define the parameter (6), the behaviour of the network. To do this, we need to specify how the packet loss and the 
delay should behave over time. For our evaluation, we assume that both the packet loss and the delay are stable over 
time during a measurement. With regard to packet loss, we consider the following cases: 0%, 5% and 10%. With regard 
to delay, we consider the following situations: 0ms and 100ms.

The group members and, if available, the group controller communicate with each other via MQTT. We can choose the 
hardware of the MQTT broker as we wish, as we can set its performance in ComBench using the Packet Loss and Delay 
parameters. To determine the parameters required for ComBench, we only needed one ESP32 for groups of any size in 
our real-world measurement set-up. This is because we are only interested in the calculation times of a single group 
member. So, in the case of centralized SGC schemes for different group sizes, we let the group controller calculate all 
the parameters needed for each group member. The group controller sent its necessary parameters to our ESP32, which 
then calculated the group key. Since the calculations of the group members in the case of centralized SGC schemes run 
independently of each other and only with different numbers, it is sufficient to measure the calculation times of a single 
group member. A similar procedure can be used for decentralized/hybrid SGC schemes. In this case, the ESP32 would act 
both as a subgroup controller and as a group member. On the ESP32, first, the calculations of the subgroup controller 
and then those of a group member would be executed one after the other, and the time required would be measured in 
each case. For distributed/contributory schemes, we also only need one group member. This is because we can run and 
simulate the remaining group members on the broker’s hardware as corresponding scripts, as we only need to measure 
the calculation times on real hardware for one group member.

We realized the software of the group controller and the group members with Python 3 or Micropython. The concrete 
implementation details of the schemes can be found in our paper [26]. The keys required by the SGC schemes were always 
128 bits long, which is recommended by the National Institute of Standards and Technology (NIST) [32]. These keys are 
used to decrypt the messages transmitted in the LKH and SKDC schemes. In the case of the G-DH scheme, the scheme 
does not require the key agreement messages to be encrypted in order to transport confidential information. In addition, 
we ensure the authenticity of messages by means of so-called massage authentication codes. Regarding the security 
model, we have thus ensured the authenticity and confidentiality of the messages for each scheme.

5 � Evaluation

In this section, we first present the selection of SGC schemes analyzed in more detail and the specific network conditions. 
Then, we present the measurements of the centralized SGC schemes and the results of the decentralized SGC scheme. 
Afterward, we compare the considered SGC schemes with each other and explain the corresponding results.

5.1 � SGC scheme and network parameter selection

To select the SGC schemes we wanted to evaluate, we had to decide between investigating many SGC schemes superfi-
cially or analyzing a few in detail. We opted for the latter, allowing us to better emphasize the influence of the network on 
the required times and highlight the importance of network aspects in the performance analysis. We have also decided 
to implement SGC schemes for the two extreme variants, centralized and distributed/contributory since we want to take 
the different classes of SGC schemes into account. Specifically, we have implemented the two centralized SGC schemes 
SKDC [16] and LKH [21]. The SKDC scheme is probably the simplest way to implement a centralized SGC scheme. With 
SKDC, the group controller generates the group key and encrypts it individually for each group member. A more complex 
approach to realizing a centralized SGC scheme is LKH, which arranges the group members in a tree structure in order 
to distribute the group key more efficiently. For the LKH scheme, we have considered all three possible implementation 
variants (Group-Oriented, User-Oriented and Key-Oriented). These three different implementation versions of LKH do 
not change its functionality, which allows us to directly compare them with the SKDC scheme. In addition, we also imple-
mented the distributed/contributory SGC scheme GDH [17], which extends the Diffie-Hellman key agreement protocol 
for 2 parties to groups. For the centralized SGC schemes, we consider exemplary sizes of 50, 100, and 200 members and 
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groups of 5, 10, and 20 for the distributed/contributory SGC schemes. When selecting the network parameters, we made 
the same decision as for the SGC schemes and preferred to evaluate a few settings thoroughly, which is why we selected 
the values 0%, 5%, and 10% as packet loss and 0 ms and 100 ms as delay.

We also need to define the used QoS level. As we are looking at network conditions in which packets can be lost, we 
have to select the QoS level so that lost packets can be resent; otherwise, the group members would wait indefinitely for 
lost messages. This leaves us with only QoS Levels 1 and 2 to choose from. For space reasons, we have again decided to 
analyze one level very precisely rather than present superficial measurements for two levels. We have, therefore, opted 
for QoS Level 2, which does not flood the network with duplicated messages.

Our restriction on the selection of schemes and network parameters represents a clear limitation of our work, but we 
would like to point out that for this parameter selection, we had already carried out 2700 measurements to measure 
each parameter setting 30 times.

5.2 � Centralized group encryption schemes

For the evaluation of the centralized SGC schemes, we first evaluate the group creation process for all schemes and then 
the addition and removal of members.

5.2.1 � Group creation

Regarding group creation for centralized SGC schemes, we first consider the SKDC scheme and then the LKH scheme in 
its three variants.

The two Fig. 3a, b represent the group creation times of the SKDC scheme with the corresponding network parameters. 
The labels 50, 100, and 200 on the x-axis refer to the group sizes that were tested. The second label x_y on the x-axis refers 
to the packet loss and the delay. Here, x stands for the packet loss and y for the respective delay.

It is evident in both diagrams that the runtime increases with increasing packet loss. If we look at Fig. 3a, for the 
measurement 0_0 with a group size of 200, the runtime is 142.172 ms, while with a packet loss of 10%, it increases to 
340.881 ms. A plausible explanation for this is that with a high packet loss, packets are lost and must be retransmitted, 
which increases the runtime. At the same time, the standard deviation also increases when the packet loss rate increases.

A comparison between 50 and 100 or 100 and 200 group members indicates a slight increase in runtime when consid-
ering all network parameters. One might assume that the runtime increases more with increasing group size. Neverthe-
less, discrepancies become apparent when comparing group sizes of 50 and 100. When a packet loss rate is introduced, 
the runtimes with a group size of 100 are even lower than those with a group size of 50.

If we examine Fig. 3b, we can derive identical conclusions. Here, it is particularly noticeable that the runtime increases 
significantly even with the introduction of a small delay of 100ms. Compared to a runtime of 340.881 ms without delay, 
this is 2377.318 ms with delay for a group size of 200. Even with a group size of 50 without packet loss and with a delay, 

Fig. 3   SKDC: group creation. a Mean and standard deviation of the time required by the SKDC scheme to create a group without delay. 
(Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a group size of z). b Mean and standard deviation of 
the time required by the SKDC scheme to create a group with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a packet 
loss of x%, a delay of y ms and a group size of z)
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the runtime is higher than with a packet loss of 10 % without delay. This study indicates that introducing a delay has a 
more detrimental impact on runtime compared to a packet loss rate. Both factors, in combination, show clear differences.

Next, we evaluate the group creation process time of the LKH scheme, illustrated in Fig. 4a. All three strategies of LKH 
are combined in one graph in order to illustrate the differences directly.

We begin by examining a few general outcomes that are evident from the graphs. In all three methods, with some 
exceptions, an increase in packet loss rate results in a higher runtime, as anticipated. Correspondingly, the standard 
deviations also increase since the packet loss rate leads to an increased dispersion of the runtimes. Also, with these 
algorithms, it can be seen that even a small delay of 100ms leads to a higher runtime than a high packet loss of 10%. In 
this regard, it can be stated that for the group sizes considered, the delay has a stronger negative effect than a packet 
loss. Nevertheless, for larger group sizes, this scenario may be altered, as a packet loss rate generates diverse fluctuations, 
whereas delay predominantly triggers a consistent and predictable fluctuation.

When comparing the algorithms under optimal network conditions, we see that Group-Oriented LKH has the lowest 
runtime on average, while the Key-Oriented version of LKH has the highest. This is a logically understandable outcome, 
as with Group-Oriented LKH, only one broadcast message is sent to the clients for group creation. However, with the 
other two strategies, a message is required for each client as each key must be encrypted with the client’s individual key. 
With the Key-Oriented version of LKH, there is additional overhead because each key must be encrypted individually. On 
the one hand, this results in a higher runtime for the server. At the same time, the payload of the message increases, so 
the transmission time of the message also increases. It is important to mention that the runtimes at the Key Server are 
still very low for the group sizes considered. That is, the majority of the total runtime arises from the transmission of the 
messages. Accordingly, the fluctuations that can be observed in Fig. 4a are standard.

By including a packet loss rate, a few outliers become visible. For example, the runtime for User-Oriented LKH is slightly 
higher than the Key-Oriented version of LKH with a group size of 50 and a packet loss of 10%. Under optimal network 
conditions, however, a tendency emerges that was also expected. This tendency is also more strongly supported in 
Fig. 4b. Here, it can be seen that Group-Oriented LKH performs best on average, while the Key-Oriented version of LKH 
has the highest runtime. Especially under poor network conditions, Group-Oriented LKH has the significant advantage 
that only one message needs to be sent. This assumption is supported by our observation that server overhead is low-
est for Group-Oriented LKH messaging and highest for Key-Oriented LKH messaging. The number of messages is also a 
factor, as previously highlighted.

5.2.2 � Member addition

After evaluating the group creation process, we analogously evaluate the time it takes to add members for the two 
centralized SGC schemes, SKDC and LKH.

Fig. 4   LKH: group creation. a Mean and standard deviation of the time required by the LKH scheme in the group-oriented, user-oriented or 
key-oriented variant to create a group without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms 
and a group size of z). b Mean and standard deviation of the time required by the LKH scheme in the group-oriented, user-oriented or key-
oriented variant to create a group with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y 
ms and a group size of z)
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The Fig. 5a, b show the time needed by the SKDC scheme to add members to a group. The results are very similar to 
the group creation. The runtimes increase with increasing packet loss rate. Likewise, a delay has a stronger effect on the 
runtime than a packet loss rate. For example, with a group size of 200 and a packet loss rate of 10%, the runtime without 
delay is 516.223 ms, but with a delay of 100 ms without packet loss, it is 795.691 ms, even though the group size is only 50. 
Apart from a few outliers, the measured values show that the runtime increases with increasing group size. The outliers 
can be explained by the fact that the network is subject to fluctuations, especially when packet loss rates are inserted.

Next, we evaluate the times needed by the LKH scheme to add members to a group. Two graphs were created to 
compare the strategies, one for the measurements without delay (Fig. 6a) and one for those with a delay (Fig. 6b).

As with all other measurements, the runtime and the standard deviation increase with increasing packet loss, as 
expected. Noteworthy, the runtime at the server for a join operation and the considered group sizes are very short, 
less than one second. Thus, the presented runtime primarily includes transmission times, which account for the major-
ity of the total runtime. It is also important to note that all three algorithms generate an equal number of messages 
for a join operation in our environment. A message is always generated for the joining client, and a broadcast mes-
sage is sent to the other members. Therefore, the runtimes are expected to be similar, which is confirmed by the two 
graphics. Under optimal network conditions, the runtime for all three algorithms and the three group sizes is almost 
identical. Under poor network conditions, there is otherwise no tendency for one algorithm to work better than 

Fig. 5   SKDC: join operation. a Mean and standard deviation of the time required by the SKDC scheme to add a user to the group without 
delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a group size of z). b Mean and standard devi-
ation of the time required by the SKDC scheme to add a uster to the group with a delay of 100 ms. (Note: The labelling x_y z on the x-axis 
stands for a packet loss of x%, a delay of y ms and a group size of z)

Fig. 6   LKH join operation. a Mean and standard deviation of the time required by the LKH scheme in the group-oriented, user-oriented or 
key-oriented variant to add a uster to the group without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay 
of y ms and a group size of z). b Mean and standard deviation of the time required by the LKH scheme in the group-oriented, user-oriented 
or key-oriented variant to add a user to the group with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a packet loss of 
x%, a delay of y ms and a group size of z)
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another. The runtimes under optimal conditions are, in principle, almost identical for small group sizes. Under poor 
network conditions, fluctuations can occur, so sometimes, one algorithm works better than the other. Additionally, 
the runtime duration experiences a slight shift as the packet loss rate rises, with or without latency. In the event of 
group creation, runtimes increased by over four times in some cases when both packet loss and delay were included. 
Figure 6b shows that the values do not even double by inserting a packet loss. This can be attributed to the small 
number of messages required for a join operation compared to a group creation or leave operation. Especially under 
poor network conditions, it becomes apparent that the runtime of a join operation is significantly shorter than that 
of a group creation. From the functioning of the algorithm, it is clear that the transmission times for a join operation 
for the test environment under consideration are independent of the group size since identical messages are sent 
regardless of the group size. Since message transmission is associated with fluctuations, the graphics do not clearly 
show this. However, if we look at optimal conditions, we see almost identical runtimes. Even in Fig. 6b, runtimes for 
different group sizes are nearly indistinguishable.

5.2.3 � Member revocation

The times needed to revoke a member by the SKDC scheme are illustrated in Fig. 7a, b. The transmission times also 
increase here with an increase in the packet loss rate. Likewise, the standard deviation increases with an increase in 
the packet loss rate, as some packets have a longer transmission time than others. This results in a higher dispersion 
in the measured values. As with leave and group creation, the delay again has a more negative effect on the runtime 
than packet loss. The measured values indicate an increase in the runtime as the group size grows.

The time needed by the LKH scheme to revoke a member is illustrated in Fig. 8a, b. Firstly, it can be stated that the 
runtimes and standard deviations rise with increasing packet loss rates for all three strategies. In the case of a leave 
operation, the runtimes at the Key Server now play a greater role. As described in detail above, these range from just 
under one millisecond to just over one second, depending on the group size and algorithm. If we examine the two 
charts, it is evident that the total runtime is mainly influenced by the transmission time of the messages. In the case 
of ideal network conditions, Group-Oriented LKH delivers the best average runtimes, while Key-Oriented LKH has the 
highest runtime. Especially under poor network conditions, which are shown in Fig. 8b, this claim is substantiated. 
Again, this is because Group-Oriented LKH leave generates only one re-key message, while the other two strategies 
require a message for each client. This results in a longer runtime, particularly under poor network conditions. There-
fore, with a high packet loss rate, significant fluctuations in delays can occur, especially with larger group sizes. This is 
evident even with small group sizes but still within the bounds of discretion. The graphs also show higher runtimes 
for a leave operation than for a join. This is particularly visible under poor network conditions, as the large number 
of messages in a leave operation compared to a join operation becomes particularly apparent here.

Fig. 7   SKDC leave operation. a Mean and standard deviation of the time required by the SKDC scheme  to remove a member from the 
group without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a group size of z). b Mean and 
standard deviation of the time required by the SKDCscheme to remove a member from the group with a delay of 100 ms. (Note: The label-
ling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a group size of z)
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5.3 � Decentralized group encryption schemes

We now present our measurements of the decentralized algorithm G-DH. We proceed analogously to the central-
ized SGC schemes and first evaluate the group creation process, followed by the addition and removal of members.

5.3.1 � Group creation

Figure 9a displays the runtimes and standard deviation for all measured values at a network delay of 0ms. Fig-
ure 9b illustrates the values with a network delay of 100ms. With increasing group size, the total group creation time 
increases, regardless of the selected network parameters. This is because the number of messages increases linearly 
with the number of clients. Regardless of the delay, the runtime increases with increasing packet loss, as packets are 
lost and have to be retransmitted. At the same time, this also leads to a higher dispersion around the mean value, as 
some packets are lost and, therefore, lead to a longer runtime, while other packets can be transmitted without losses. 
Comparing the two graphs, it becomes clear that packet loss has a smaller effect on the runtime than a network delay. 
If we look at the runtime with a delay of 0 ms and compare the values for the packet loss of 0 % and 10%, we find 

Fig. 8   LKH leave operation. a Mean and standard deviation of the time required by the LKH scheme in the group-oriented, user-oriented 
or key-oriented variant to remove a member from the group without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss 
of x%, a delay of y ms and a group size of z). b Mean and standard deviation of the time required by the LKH scheme in the group-oriented, 
user-oriented or key-oriented variant to remove a member from the group with a delay of 100 ms. (Note: The labelling x_y z on the x-axis 
stands for a packet loss of x%, a delay of y ms and a group size of z)

Fig. 9   G-DH: group creation message transmission runtime. a Mean and standard deviation of the time required by the G-DH scheme to 
transmit all messages during the group creation process without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, 
a delay of y ms and a group size of z). b Mean and standard deviation of the time required by the G-DH scheme to transmit all messages dur-
ing the group creation process with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms 
and a group size of z)
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a runtime of 537.113 ms compared to 2942.719 ms for a group size of 20. As soon as a delay is added, the runtimes 
increase enormously to 22817.9 ms and 31975.445 ms, respectively.

Figure 10a (delay 0ms) and Fig. 10b (delay 100ms) illustrate the comparison of network-independent and network-
dependent measurements for the examined network parameters. With a delay of 0 ms, it is evident that the clients’ 
processing time is responsible for the majority of the total runtime. Consequently, sending messages plays a relatively 
negligible role. However, if a delay is added, the exchange of messages clearly dominates with regard to the total runtime. 
From a total runtime of 18192.627 ms with a packet loss of 10 % without delay, this has increased to 47225.364 ms after 
inserting a delay (group size 20). The share of the network-dependent delay increased from 16.18 % to 67.71 %. A high 
delay is critical for this algorithm with regard to group creation. Overall, the runtime is not linear since the computational 
effort for the clients increases non-linearly with increasing group size.

5.3.2 � Member addition

As with the group creation, Fig. 11a, b present the run times for a delay of 0ms and 100ms separately. The figures also 
demonstrate that the runtime increases with increasing delay or packet loss. This can be explained for the same reasons 
as for the group creation. Furthermore, the graph indicates that the run time is potentially unaffected by group size. With 
slight variations, the runtimes for the different group sizes are identical for a fixed delay. With a packet loss of 10 %, the 

Fig. 10   G-DH: group creation total runtime. a Mean of the newtork-dependent and network-independent time required by the G-DH 
scheme to create a group without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a group 
size of z). b Mean of the newtork-dependent and network-independent time required by the G-DH scheme to create a group with a delay of 
100 ms. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a group size of z)

Fig. 11   G-DH: join message transmission runtime. a Mean and standard deviation of the time required by the G-DH scheme to transmit all 
messages during the join process of a new group member without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of 
x%, a delay of y ms and a group size of z). b Mean and standard deviation of the time required by the G-DH scheme to transmit all messages 
during the join process of a new group member with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, 
a delay of y ms and a group size of z)
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deviation between the different group sizes is stronger. With a high packet loss rate, the loss of the packet is dependent 
on chance, which is why fluctuations are normal here. However, as the group size increases, the payload of the message 
increases. For the tested group sizes, this has no influence on the runtime. For larger group sizes, however, this should 
be taken into account.

If we examine the entire runtime of a join operation in Fig. 12a, b, the conclusions are similar to those of group crea-
tion. The insertion of a delay has a much stronger negative influence on the runtime than a packet loss rate. It should 
also be mentioned that the runtime of a join operation is generally lower than that of a group creation since significantly 
fewer messages have to be exchanged. In addition, there are always only two clients that have to perform a forward 
or backward pass. These are the joining client and the last client within the group, who has a special role. The graphics 
demonstrate that the join operation’s runtime is dependent on the group size. The clients’ calculation effort increases 
as the group size increases.

5.3.3 � Member revocation

Figure 13a, b again show the results for a delay of 0 ms and 100 ms, respectively. It is evident that packet loss adversely 
affects the runtime. The runtimes for different group sizes are almost identical. The group size only has an impact on the 
message’s payload. Since fewer messages are sent during a leave operation compared to a join, any influence is reduced 

Fig. 12   G-DH: Join operation total runtime. a Mean of the newtork-dependent and network-independent time required by the G-DH 
scheme to add a member to the group without delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms 
and a group size of z). b Mean of the newtork-dependent and network-independent time required by the G-DH scheme to add a member to 
the group with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a group size of z)

Fig. 13   G-DH: leave message transmission runtime. a Mean and standard deviation of the time required by the G-DH scheme to transmit 
all messages during the revocation process of a group member with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a 
packet loss of x%, a delay of y ms and a group size of z). b Mean and standard deviation of the time required by the G-DH scheme to trans-
mit all messages during the revocation process of a group member without delay. (Note: The labelling x_y z on the x-axis stands for a packet 
loss of x%, a delay of y ms and a group size of z)
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even further. The higher runtime with a group size of 5 (Packet Loss: 10 %, Delay: 0 ms) is also noticeable here in com-
parison to larger group sizes. However, the high fluctuations are caused by the high packet loss and general network 
variance. Additionally, Fig. 13b demonstrates that a delay of 100 ms significantly affects the runtime negatively, even 
more so than a high packet loss of 10%.

The total runtimes were also determined here. These are illustrated in Fig. 14a, b. The conclusions are identical to 
those of the join operation. In addition, it should be mentioned that for the measured group sizes, the runtime of a leave 
operation is about half that of a join operation.

5.4 � Discussion

In this section, we compare all the algorithms and evaluate their pros and cons. We also provide guidance to assist 
developers in selecting the most suitable algorithm.

5.4.1 � Group creation

During group creation, it was observed that SKDC is faster than the following two implementation versions of the LKH 
scheme: Key-Oriented and User-Oriented. However, for the group sizes under consideration, the Group-Oriented LKH 
version achieved better runtimes than SKDC. This observation remained consistent under both optimal and poor network 
conditions. The decentralized algorithm G-DH delivers significantly poor runtimes here. The high runtimes become very 
apparent, especially under poor network conditions. Even with group sizes ranging from 5 to 20, the runtimes are notably 
higher than those of centralized approaches with group sizes of 50 to 200. The main cause of this runtime, under optimal 
conditions, is the calculations performed at each client. The centralized protocols clearly have the advantage of a low 
runtime for the clients and the server. In addition, G-DH is adversely affected by delay as each client receives a message 
and forwards it, whereas, with centralized protocols, mainly broadcast messages are sent. A medium delay combined 
with extensive packet loss causes a runtime of nearly 60 s. Given large group sizes, it is likely that G-DH will probably no 
longer be usable under poor network conditions.

5.4.2 � Member addition

It is clearly visible that the server’s effort for SKDC is significantly greater than that of the tree-based approach, regardless 
of the strategy. This is a key benefit of the tree-based approach. Additionally, only a small number of re-key messages 
are required for the tree-based approaches, leading to low transmission time. Even under suboptimal network condi-
tions, the total runtime is barely affected in the case of the tree-based approaches. With small group sizes, a delay has 
a more detrimental effect on the overall runtime for both algorithms. However, this may alter with large group sizes, as 

Fig. 14   G-DH: leave operation total runtime. a Mean of the newtork-dependent and network-independent time required by the G-DH 
scheme to revoke a member from the group without a delay. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay 
of y ms and a group size of z). b Mean of the newtork-dependent and network-independent time required by the G-DH scheme to revoke a 
member from the group with a delay of 100 ms. (Note: The labelling x_y z on the x-axis stands for a packet loss of x%, a delay of y ms and a 
group size of z)
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a significant packet loss can cause considerable fluctuations in the runtime, whereas a delay usually results in constant 
latencies. If we look more closely at the join operation with G-DH, it is again evident that this causes the highest runtime. 
Here, the runtime is higher even with significantly smaller group sizes than with the centralized methods for larger group 
sizes. Above all, a high delay can cause significant problems here, leading to enormous runtimes for larger group sizes.

5.4.3 � Member revocation

For the Leave operation, it can be observed that SKDC has lower server overheads compared to the tree-based approach 
across all three strategies. Under ideal network conditions, the runtime of the Group-Oriented version of LKH is still 
very close to that of SKDC. However, in suboptimal networking scenarios, the difference in runtime widens, affirming 
SKDC’s superiority. In line with expectations, the decentralized algorithm exhibits a longer runtime than the centralized 
protocols. However, the leave operation causes the shortest runtimes in G-DH compared to the group creation and join 
operation. Here, a delay has a more detrimental effect on the runtime than a packet loss for all of the algorithms for the 
group sizes considered.

6 � Threats to validity

Like any scientific work, our work also has limitations. These include, for example, the assumptions we made for the 
configuration of ComBench. For our simulation, we assume that the network conditions do not change during the meas-
urements. In reality, however, network conditions can certainly fluctuate over time. A simple example of this would be 
a smart city use case where the internet connection of an IoT device is briefly interrupted by passing vehicles. We also 
assume that all IoT devices use the same hardware for our simulation, which is not necessarily the case in reality. The 
validity of the evaluation of the simulation results is, therefore, limited to the specific network conditions and hardware 
that we used for our measurements. As we have only considered a limited number of group sizes, our statements are, of 
course, also only valid for the specific sizes considered.

7 � Conclusion

With the increasing number of IoT devices, secure communication between them is essential. Secure Group Communi-
cation (SGC) schemes play a pivotal role in enabling encrypted communication, as is common in IoT scenarios. Studies 
analyzing such schemes and even the articles proposing them often overlook the impact of network conditions, a critical 
consideration given the widespread use of IoT devices in WSNs. This research aims to address this gap by comprehen-
sively evaluating the performance of SGC schemes, taking into account the constraints imposed by varying network 
conditions in IoT environments.

More specifically, we employed ComBench to create a scalable measurement setup mirroring typical IoT scenar-
ios, facilitating the evaluation of SGC schemes across diverse network conditions. Our analysis encompassed five SGC 
schemes from both centralized and decentralized categories, delving into server runtimes, client runtimes, and trans-
mission times. By introducing variations in delay and packet loss to simulate adverse network conditions, our findings 
highlight the significant impact of poor network conditions on runtime, particularly noticeable in smaller group sizes 
where message transmission time dominates. Under poor conditions, the decentralized approach experiences substantial 
runtime increases, making a centralized protocol more preferable. Additionally, observations indicate that SKDC is less 
suited for dynamic groups due to its extensive messaging, making a tree-based approach, especially in join operations, 
more efficient and suitable for such scenarios.

As part of our future work, we aim to expand this study by incorporating additional SGC schemes. More specifically, 
we plan to incorporate the results of our benchmark for SGC schemes [26] into our simulation. This will allow us to extend 
our simulation not only with further centralized and distributed/contributory SGC schemes but also with decentralized/
hybrid SGC schemes. Additionally, we want to integrate our work in the field of attribute-based encryption schemes 
so that we can compare attribute-based encryption schemes with SGC schemes [33–35]. We also plan to extend our 
simulation with more heterogeneous IoT devices. Recognizing the existing research gap, particularly in network-based 
analysis, our prospective work may involve integrating further network parameters, such as network bandwidth, into 
the evaluation. This exploration could encompass investigating the impact of diverse payload sizes on transmission 
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time. Additionally, there is potential for examining SGC schemes under alternative evaluation criteria, measuring power 
consumption, and testing robustness against potential attacks.
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